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CYBERSECURITY VISION 2025 POSITION PAPER 
 

1. Executive Summary    
 

The Cyber Guard Alliance is a voluntary collective of Education, Learning & Development and Cyber Security 
professionals who have provided the input for this Cyber Security Position paper.  
The members of the Alliance are shown at Appendix 1. The draft document has also been circulated to another 
25 Subject Matter Experts for review and comment. The following pages include a number of recommendations 
for cyber security improvements focused on the needs in the Small and Medium Enterprise (SME), the Third and 
Health sectors primarily. It includes planning, people and process actions based on the Learning Support Pyramid 
seen in Figure 1. 

 

• Agree a five-year budget and scorecard that covers the elements in this paper and is administered by the 
key agencies. (See Appendix 2). The budget should be reset annually to guarantee that assets and people 
are continuously protected. 

• Meet with the Oireachtas Committee on Defence that covers cyber and maritime security in their brief. 
Ask them to advise the new Ministerial Council on cyber security about SME needs and proposed plans. 
Take a similar initiative of consulting with the Assembly in Belfast.  

• Design, develop and deploy a Public Awareness Campaign for all Citizens that reflects cyber security needs 
and anticipates EU Regulations.  

• Extend the Enterprise Ireland (EI) & National Cyber Security Centre’s (NCSC) Review and Remediation 
grants to a wider and prioritised list of SMEs known for their innovation and strategic importance.  

• Develop a similar, Review & Remediation Model for Micro-enterprises and Third Sector organisations. 
Deploy the model and grants through the Local Authorities’ Local Enterprise Organisations (LEOs). Both 
Models will include Cyber Awareness training to increase knowledge and communications. 

• Train Trainers for all sectors and run numerous iterations of a programme that would provide Micro-
credentials accredited to National Standards. 
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• Organise annual research of SME needs that also provides advice and actions on improvements and 
training. 

• Support Cyber Graduates in their further development through on the job experience and using 
immersive training techniques. 

• Develop a dedicated Micro Credential Pillar for Cyber Skills Development for Workforce trainees using 
the modularised curriculums available at Foundation, Intermediate and Advanced Levels, leading to 
professional exams. 

• Adopt an integrated management platform for the key agencies that provides; coordination, tracking and 
data analytics. 

• Enable technology that provides data analytics and secures portable credentials. 

• Extend the CyberQuest Programme to the West and the M1 Corridor to both increase awareness and the 
number of potential recruits to cyber from the 16 to 23 year-old age group. 

• Investigate how Cyber Reserve Forces operate in other countries and develop a programme that meets 
Ireland’s needs, including Youth. 

• Increase the number of cyber jobs and people across the Voluntary, Public and Private Sectors by using; 
an accelerated, competency-based process for the recruitment and development of cyber people; 
increasing the number of trainers, professionals and operatives.  

• Meet the needs by providing best in class, training facilities, materials, tools and techniques that include 
cyber ranges, accelerated and immersive learning techniques. 

 

 
2. Preamble 

2.1. Why is Cyber Security important to the SME Sector? The old analogy, where an iceberg represents the 
totality of threats to the information infrastructure, cyber-crime is merely the tip of that iceberg. The 
biggest threats are below the waterline. The public sees the tip; cyber-crime is regularly reported in the 
media as; stolen credit cards, lost identities, ransomware attacks, Eastern European crime groups and 
breached bank accounts. The waterline is the separation between the unclassified and classified 
environment. Thus, the most sophisticated and damaging attacks occur primarily out of the public sight. 
SMEs therefore have little knowledge of the nature, scale and impact of the attacks. 

 
2.2. A small percentage of individuals have never seen below the waterline and the real threat is grossly, 

under appreciated by the public. Conflicts in Ukraine, the Middle East and the Horn of Africa provide 
some insights when military forces combine with cyber warfare. The most significant cyber threats are 
those with high intent and high capability to inflict damage or even death, to illicitly acquire or destroy 
substantial assets, or obtain sensitive intelligence, or economic information. These are the threats from 
cyber criminals who assault businesses many times, every single day. Sendmarc suggest that global 
cyber-crime will cost a staggering €23 Trillion by 2027. 

 
2.3. The threats continue unabated. Health Service organisations were the focus several years ago, large 

retailers are being attacked this year. The attacks are shifting from ransomware to identity theft. Critical 
infrastructure faces a growing threat due to advancements in the availability and sophistication of 
malicious, software tools and the fact that new technologies raise security issues that are not always 
addressed prior to adoption. Specifically, on the Operational Technology (OT) front, industrial control 
systems which operate the physical processes of manufacturing, pipelines, electricity, data cables and 
other, critical infrastructures are all at an elevated risk of cyber exploitation.  
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2.4. Ransomware continues its reign at the top 44% of actions. The three primary ways in which attackers 
access an organization are stolen credentials, phishing and exploitation of vulnerabilities. The human 
element at 60% continues to drive breaches. Whether it is the use of stolen credentials, phishing or 
simply an error, people continue to play a large part in incidents and breaches. Their lack of knowledge 
and skill for continuous monitoring, validation, testing and compliance expertise is obvious. Where cyber 
response plans exist, they are often immature and untested. They rarely extend to supply chains, where 
there is an interdependency risk, as a cyber-attack on one third party could have cascading effects on 
linked businesses. It appears that cyber-attacks are a constant – See Figure 2, below – 

 

 

 
                                                            Figure 2. 

 
2.5. For example, local Engineering and Manufacturing companies have become the victims of targeted, 

ransomware attacks in recent months. Two companies interviewed gave some input for this paper.  Both 
companies are key contributors to local and European Supply Chains. One attack was specifically looking 
for designs and the other for data.  

 
2.6. In the first company, the receipt of a ransomware note caused quick thinking and an immediate reaction 

from the IT Manager. She moved the design files from the company servers to isolated hard drives. In 
essence, this saved the companies Intellectual Property (IP). This theft would have caused the demise of 
the company and the loss of 120 jobs. It did illustrate how weak the company cyber defences were and 
remediation plans costing €300,000 were deployed over the next three months. 

 
2.7. The second company was not so lucky, they paid the ransom at a cost of €1.3 million, this directly 

impacted on cashflow and the company could not pay its staff for the next two weeks. Both companies 
openly share their mistakes for others to learn from. They admit that they did not take cyber threats 
seriously and have suffered the financial and reputational consequences.  

 
2.8. Both examples provide an insight into the cost of not taking cyber security seriously, considering the 

number of SMEs in the country, the lack of reporting on incidents makes the hidden costs huge. These 
will include payments to criminals, the loss of productive time and remediation costs. 

 
3. Cyber Vision 

3.1. The original version posited – the Vision is to make Ireland a global, cyber security leader with skilled 
talent, technological innovation and research that will provide a safer, digital environment by utilising 
tomorrow’s skills today, for the benefit of all our Citizens. 



 

 

6 

 

 
3.2. Every Vision needs a strategy and there are four goals to turn the Vision into practice, namely: 

 

• National Cybersecurity Strategy: Developing a comprehensive strategy that includes 
collaboration between government, industry and academia to address emerging cyber threats 
and enhance national resilience. 

• Public Awareness Campaigns: Launching nationwide campaigns to raise awareness about 
cybersecurity best practices and the importance of digital safety for individuals and businesses.  

• Support for SMEs: Implementing targeted support programmes for SMEs to improve their 
cybersecurity posture, including grants, resources and expert consultations. 

• Cybersecurity Training and Education: Expanding training programmes and educational 
initiatives to bridge the cybersecurity skills gap and ensure a well-prepared workforce. 

       We expand further on each of these below.  

3.3. Cybersecurity Strategy. Developing a comprehensive strategy that includes collaboration between 
government, industry and academia to address emerging cyber threats and enhance national resilience. 
 

3.4. This paper provides a position of where we are and where we need to go against the Vision and Goals. 
It is fair to say that this year with the introduction of EU Regulations, the cyber landscape changes from 
a voluntary to a mandatory requirement for security. The NCSC will be launching the next version of 
their strategy later this year. It is anticipated that the NCSC strategy will be much broader than this 
offering. We do however, envisage sharing this paper with them and other critical parties, such as the 
Defence Forces and An Garda Siochana.  

 
3.5. The country needs political influence to be brought to bear on cyber strategy and policy in both the 

Republic and Northern Ireland. We have already sought a meeting with the Oireachtas Committee on 
Defence that covers cyber and maritime security in their brief. We would envisage that they, in turn, 
will advise the new Ministerial Council on cyber security about our intentions. Our consortium has 
members on both sides of the Border and we have already taken the initiative of consulting with the 
Assembly. Similarly, engaging with Cyber Ireland and NI Cyber will help to assure and deepen the 
process of engagement. 

 

3.6. Public Awareness Campaigns: Launching nationwide campaigns to raise awareness about cybersecurity 
best practices and the importance of digital safety for individuals and businesses.  

 

3.7. Why do we need Public Awareness? 
Ireland has become a digital nation. We pride ourselves on how widely we have adapted to technology 
and adopted the array of devices available for personal and business use. Statista suggest that 90% of 
us have a mobile phone. In cyber terms, the attack surface is colossal. Yet we are apathetic and often 
surprised at the criminals’ attempts to steal personal data. Our behaviour is wanting; we need to take 
stock and rethink behaviours and attitudes.  
 

3.8. Most importantly if we want our families, children and employees to become a positive force for 
security, we need Leaders to step up and use their persuasive and influencing competence to inform 
and help change behaviours. Turning concerned citizens into a defensive wall against attacks and 
encouraging key groups like Women and Youth to learn how to respond is critical. When Leaders support 
and facilitate this, then things can change. 
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3.9. Awareness is a key area for Government support. Recent discussions have raised concerns about mobile 
phones and the need to ban their sale to under sixteens. This could help digital safety but needs to be 
applied in this broader context. As suggested above, turning teenagers into cyber warriors: using their 
phones as weapons; defeating the criminals and saving the country could prove to be a more positive 
and engaging tactic. The warrior metaphor works in cyber games and can work for engagement and 
training young people in cyber skills. The Collaboratory at TUD Blanchardstown is already set up to 
provide cyber training skills and is a perfect location to host the first phase of training young people. 
 

3.10. Over the years, Government has used many public awareness campaigns across the mass media to put 
critical messages across to citizens. These campaigns now include social media platforms. Orchestrated 
by Government, the GDPR campaign was well designed and successful. Starting in 2016 and culminating 
in 2018, it worked well across Europe. Similar campaigns are now needed throughout 2025 and 2026 to 
highlight the Cyber Security and Artificial Intelligence Regulations coming from the EU. (See Appendix 3 
for GDPR example). 
 

3.11.  At a bare minimum, all citizens need cyber awareness education every year, either through their 
employer or by local providers. Sixteen, Education Training Boards provide Skills to Advance funding for 
a range of programmes, Local Authorities should be doing the same through LEOs. They should all be 
offering cyber education and basic skills.  Knowledgeable citizens are our best line of defence and 
intelligence. For example: Estonia has its own Cyber Ambassador; advocating and influencing for change. 
They run education programmes for 6-96s; compete in various EU cyber challenges; have cyber slots on 
television, radio and regular, social media campaigns. They are always on guard and seen as an exemplar 
across the world. They learnt from the Russian cyber-attack of 2007; their biggest concern and key driver 
was the impact on the economy and how they would be seen by external investors.  
 

3.12. The vast majority of our Citizens still fall below the waterline. Even those who have suffered a cyber-
attack, they will have learnt how to manage the incident after the event and return to a new normality 
by following the expert’s advice. Will they be planning for their next attack and are they aligning their 
people to prevent and defend for this scenario? The answer is – we don’t know but anecdotally, it looks 
like NO! 
 

3.13. The launch of various regulations this year provides an opportunity for the Department of Justice to 
initiate many prevention-based, campaigns to ensure that Citizens are conscious of the changes and how 
they impact on themselves, their families and businesses.  
 

3.14. Government Departments, Local Authorities and agencies need to take the lead ensuring clarity and 
accountability. Emphasising education and utilisation of employees brain power and attention as a first 
line of defence.  Cyber Awareness training must be an annual offering in schools, colleges, ETBs and 
company training programmes. Highlighting the types of attacks and immediate remediations. 

 

4. Support for SMEs 
 

Implementing targeted support programmes for SMEs to improve their cybersecurity posture, including grants, 
resources and expert consultations. 

 
4.1. Why do we need to support SMEs? The details are shown in the paragraphs below; to summarise SMEs 

are our biggest employer and a significant contributor to national turnover. They are the Supply Chains 
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for fellow SMEs, hospitals and multinationals. In cyber security terms, if their defences are breached, 
then the consequences for others can be substantial. Leaders need to be aware of their own systems, 
vulnerabilities and those of their Suppliers and Customers. Any data shared must be protected. This goes 
beyond simple trust into an understanding of processes, systems and data sets. Personal accountability 
has become a fundamental principle for both Leadership and staff. Leaders need to apply the regulations 
and staff need to respond. If there is failure on the part of staff, then the Leadership is open to 
investigation and penalties. 
 

4.2. SMEs in Ireland are similar to many countries in terms of size and economic contribution. According to 
the CSO, SMEs(<250 persons employed) accounted for 99.8% of all enterprises and 68% of persons 
employed in 2023. More than two-fifths (43%) of total turnover and 41% of Gross Value Added (GVA) 
contribution was attributed to these enterprises. In comparison, large enterprises (250+ persons 
employed) accounted for just 0.2% of all enterprises and 32% of persons employed but generated 57% 
of total turnover and 59% of total GVA in 2022.  

 
4.3. In numerical terms: the CSO suggest that number of enterprises in the economy is 309,000 SMEs with 

the vast majority of these, 281 805 being micro-enterprises that employ 0-9 people. Additionally, there 
are around 23,461 small businesses which have between 10 - 49 employees and 3,843 medium-sized 
businesses with 50 plus people. These figures do not include the Third Sector, where Youth Workers, 
Charities and Community Enterprises provide services to their Client base. The majority of this work is 
people orientated, often filling the gaps that the Public Service does not service. The connection to a 
wide and varied set of citizens, necessitates the collection of personal data with all of its consequences. 

 
4.4. This partly explains the Nation’s interest and greater support for larger enterprises, especially 

multinationals. The large corporations generally fare better in cyber warfare. Being better known and 
more obvious to criminals, often forces them into investments in infrastructure and they always have 
back-up in Corporate. To some extent, Ireland has been trading on the pretence that the multinational 
presence has bolstered our cyber defences. There are clusters of cyber, software companies in Cork and 
Belfast and well protected, international banks in Dublin.  

 
4.5. The focus for this paper is on SMEs, they are the biggest employer with 309,000 entities, two thirds of 

which are Microenterprises. Ireland encourages an entrepreneurial climate and expects that many of 
these small businesses will grow on the island and into export opportunities. EI actively encourages this 
growth with a wide range of supports. We need to ensure that this entrepreneurial spirit is protected 
and secured with guidance and support that assures success into the medium term.  
 

4.6. What are the SME Challenges? Cyber Ireland have reported on the Specific cybersecurity challenges for 
SMEs that need to be acknowledged, including:  
 

• Lack of awareness of the cybersecurity risks for SMEs;  

• Lack of IT and cybersecurity expertise: while there is guidance on how to protect your business 
from cyber-attacks available, small business (<50 people) struggle to find this information online, 
digest and implement it due to a lack of IT knowledge and a lack of  time.  

• Not knowing where to start with basic cybersecurity controls, there is no baseline cybersecurity 
standard for Irish SMEs to adhere.  

• Micro-enterprises often rely on outsourced IT provision from a managed service provider (MSP). 
Many of these MSPs are SMEs themselves and lack the cybersecurity expertise and knowledge 
to adequately protect their SME clients.  
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• Costs of cybersecurity solutions / services for small businesses are prohibitive, especially with 
the increased costs of doing business in Ireland.  

• Rising cyber insurance premiums means many SMEs choose not to take out a cyber insurance 
policy. 

 
4.7. Enterprise Ireland Clients. The first group of companies to receive cyber review and remediation grants 

are EI Clients. Namely, those companies who have started exporting or intend to do so. The Review Grant 
is administered by EI and the Remediation by NCSC. Uptake has been fair but confused by the old ‘pilot’ 
status, much loved by state agencies. Switching off the Remediation Grant so early in the process, has 
caused concerns and little understanding of the SME mindset. Similar to other supports, the Cyber 
Grants need to be part of the annual budget. The problems will change and the supports need to be 
consistent to keep up with the changes. 

 
4.8. The Review provides the basis of a plan based on an analysis of the current situation. It uses the NIS2 

Framework as an interview guide and encourages the use of tools like; Training, Cyber Review 
Assessments and Vulnerability Scans. The Remediation Grant provides enough funds to plan for the 
medium term, accepting that the Client will have to budget for the next phase. The whole process 
emphasises continuity, not once off hits. 

 
4.9. It is clear that the Review and Remediation Grants are needed but must be better administered and 

open to a much bigger audience, beyond EI Clients. NCSC does not have the headcount to be grant 
administrators, albeit they have the good sense to clarify good practice. EI have Lean, Green and 
Innovation grants. The same process is needed for cybersecurity; the Review and Remediation Grants 
have provided a model that will work effectively when the process is improved and ratified by NCSC. 
Then it can be managed through local EI offices and the LEO Teams in each part of the country. 
Development Advisors need foundation training in cyber to ensure an understanding of the problems.    
 
The EI/NCSC Model needs to become a standard approach for SMEs and be opened up to the wider SME 
market based on an agreed prioritisation. EI should administer the process and NCSC provide advice and 
guidance to participating Consultants. 

 
4.10. Some sectors are more exposed than others and should be given priority in terms of grant allocation. 

For example: the space sector, maritime, pharmaceutical research, connected health, energy, medical 
devices, robotics, automation and software development are areas of innovation and therefore great 
importance. The much neglected, ICT Managed Service Providers are the gateway to many SMEs and 
require development. 

 
4.11. Recent cyber grant, opportunities have started the classification of SMEs, not necessarily in terms of 

who needs what but who can get what. The need stems from the NIS2 Regulations. This move to 
mandatory requirements for security has caused a state agency, response that must be encouraged and 
built upon. The country cannot afford to stop. The arrival of the Digital Operation Resilience Act (DORA), 
the Cyber Resilience Act (CRA), the  Artificial Intelligence Act (AI) and the Interoperability Act, clearly 
suggest that things have changed and not as slowly as before. (See Appendix 3 for a synopsis of pending 
regulations). 

 
4.12. It makes sense that prioritisation is done in terms of sectors to better understand the companies that 

need support and when. The arrival of grants is critical and welcome but priorities need to be considered 
in terms of attacks and vulnerabilities. Regulations necessitate accountability. Leaders in SMEs need 
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particular attention to meet new requirements and bring about the changes in their people and 
practices. 

 
4.13. Microenterprises. LEOs need an explicit Cyber Grant that supports the current, Digital Grants, not one 

buried inside their current offering and open to interpretation. This needs to be in the order of €20k and 
should have Review, Remediation and Management workshops to ensure the managers understand and 
can use the model. The administration of these grants and training models through local EI offices and 
LEO Teams could be streamlined and made more effective through centralized platforms for application 
management, progress tracking and outcome analysis. Again, this needs to be part of the annual budget 
process. ETBs need to be actively encouraged to provide and target SMEs for cyber training. The 
availability of cyber training from ETBs is sketchy, despite their role in supporting SMEs.  

 
4.14. There is a universal need for Cyber Awareness training and skills development for part-time cyber 

people. These modules are readily available on line and initially can meet the huge demand that exists 
and will grow. On-line learning in cyber is regularly updated by the better houses. It is easy to manage 
in the absence of armies of Trainers and works very well when combined with ‘experts.’ Trainees who 
have aspirations to stay in a cyber career have a variety of certified programmes to progress through 
with different learning streams for different job roles. The combination of a grant from LEO and access 
to Cyber training through a provider would move things forward. Again, the administration of this would 
be a challenge but the rewards for the Microenterprise would be huge. 

 
4.15. The cyber elements for a Microenterprise Model should be developed and made available to the market. 

This offer could include both Review, Remediation and Training elements with funds sourced from LEO, 
working with recognised Training Partners. 
 

5. Cybersecurity Training and Education 

Cybersecurity Training and Education: Expanding training programmes and educational initiatives to bridge the 
cybersecurity skills gap and ensure a well-prepared workforce. 

 
5.1. Why do we need to spend money on Training? Cyber Security training is a difficult sale. Typically, 

managers think and say that ‘this is not my job and the IT Team are doing great work’. Managers are 
busy doing their own job and rarely want additional tasks. Cyber is an invisible threat, not seen until 
there is a crisis. Inevitably, IT or the Managed Service Provider (MSP) will be called to account. Managers 
rarely ask about the risk levels or vulnerabilities. This lack of knowledge has been compounded by people 
pretending they know more than they do. 
  

5.2. Training is needed at all levels. The problem is not going to go away, it is here to stay: providing 
knowledge, skills and behavioural guidance are the first steps on the improvement path. Training should 
be subsidised to encourage SME involvement in the process, reducing the time and money arguments 

 
5.3. It can be assumed that the skills gap in cyber is not known. We have data for professionals: the number 

of professional cyber vacancies is estimated by Cyber Ireland to be 6707. There are 7351 professionals 
working and room for 17 000. Many are filled by Foreign Nationals, despite good undergraduate and 
post-graduate courses in the Universities. The supply does not meet the demand. Many of the Foreign 
Nationals recruited locally move on quickly, adding recruitment and retention concerns to an already 
difficult problem.  
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5.4. The greater need is in the SME sector; few have realised that there is a need and many use their IT people 
or a Managed Service Provider (MSP). Again, few MSPs are trained in cyber skills. The creation of Cyber 
Risk Officers in SMEs and MSPs has become critical. (Appendix 4 provides the job description.) 

 
5.5. Below, Individual’s needs are combined with the types of SMEs, both are listed; followed up by 

recommendations on what is needed to improve their current situation and how this should be 
operationalised. This is based; primarily on our experience of dealing with Third Sector, organisations 
and SMEs, the changes in EU Regulations, Irish statute and some research carried out by Cyber Ireland, 
Inter Trade Ireland, IT@Cork Skillnet and Collaboratory.  

 
5.6. There is no time to delay any further, the country needs to take both standard approaches: degree 

programmes and Accelerated Learning approaches. Different types of Trainees will want to take 
different learning paths, depending on where they are from both an education and experience 
perspective. The resource pool needs to be wider and deeper than the current rivulet. One of the missing 
components now being realised internationally is the shortage of Trainers in the cyber domain. We need 
Trained Trainers available in all sectors and there is an immediate need to develop and run numerous 
iterations of a programme that would meet the Micro-credentials stipulated later. It is important that 
Trainers are accredited to the National Standards. The effective expansion and management of these 
training programmes will necessitate improved systems for learner administration, skills progression 
tracking and analytics to ensure alignment with an evolving workforce. 

 
5.7. We have potentially three public, Training SOCs in the country and one private, under construction in 

De Puys. Collaboratory in TUD at Blanchardstown, the Advanced Manufacturing Training Centre of 
Excellence (AMTCE) in Dundalk and the Odyssey Trust Centre in Belfast. The latter are providing a range 
of digital and cyber training for young people already. Cork is already served by the cyber skills 
investments in Munster Technological University (MTU), including the only public, cyber range. A second 
phase of development could include Irish Manufacturing Research Centre (IMR) in Mullingar who have 
an interest in the Operational Technology aspect of cyber work. Similar Centres should be located in 
Limerick, Letterkenny and Carlow. The colleges in the latter have both IT, OT expertise and good relations 
with local employers. 
 

5.8. Each of the three Centres, currently operating are well positioned to take the lead in addressing the 
cybersecurity skills gap in SMEs. Using funds, such as Skills to Advance or Skills Connect type 
programmes, they can target different entry points into the cyber workforce - from foundational digital 
skills to industry-aligned, micro-credentials and apprenticeship routes. There is a need to bring each of 
the Centres up to the same level of expertise and equipment, including cyber ranges and immersive 
training programmes. The expectations would be that the Centres are equipped to: 
 

• Support cybersecurity apprenticeships designed for SMEs and Managed Service Providers 
(MSPs), with a focus on building a pipeline of Cyber Risk Officers and operational cyber staff. 

• Deliver modular, accelerated training in line with national frameworks, tailored to both new 
entrants and upskilling of existing workers, using blended learning models and employer-led 
design. 

• Ensure each has  a state-of-the-art, Training Security Operations Centre (SOC) to provide 
immersive, real-world cyber range training for learners, instructors and SME staff, building 
practical capability through simulation-based scenarios. 

• Provide Train the Trainer programmes in cyber to expand national capacity and ensure 
consistency with national accreditation standards. 
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• Partner with other Centres and bodies to ensure regional reach and flexibility, including mobile 
training capability supported by its technical infrastructure and adapted logistics. 

 

5.9. There is a need for annual research of SME needs. 2025 is a critical year for cyber security, it heralds the 
change from voluntary practices to mandatory. There are excellent, data breach reports available on-
line, SMEs need their own version that also provides advice and actions on improvements. EU 
Programmes like Horizon and Digital EU actively support research, training and interventions. There is 
an annual opportunity to seek these grants. Collaboratory has both a TSOC and a High-Performance 
Computing Centre with both, large memory and artificial intelligence capability. As suggested, it is a 
perfect location for Training Trainers and hosting ongoing research for the SME sector. 
 

5.10. Cyber Professionals. Each major report concludes that we have skills shortages across the cyber domain. 
This often concentrates on cyber professional, vacancies. As suggested above, we have a floating 
number of between 10 -14 000 on the island and need 17 000. They are difficult to find and hard to 
retain.  
 

5.11. ‘Any increase in the global supply of cybersecurity professionals is encouraging, but let’s be realistic 
about what we still need and the urgency of the task before us,” said Clar Rosso, CEO of (ISC)2. “Their 
study tells us where talent is needed most and that traditional hiring practices are insufficient. We must 
put people before technology, invest in their development and embrace remote work as an opportunity. 
Most importantly, organisations must adopt meaningful diversity, equity and inclusion practices to meet 
employee expectations and close the gap.’’ 
 

5.12. The recent recruitment of cyber security companies to support Enterprise Ireland (EI) and National Cyber 
Security Centre’s (NCSC) Review and Remediation Grants suggested that we have 58 companies with the 
expertise to support the scheme. There is still little urgency to close the gap and too few consultants. 

 
5.13. College courses cannot meet the demand and do not have the capability to deal with strategic and 

operational needs. Knowledge of cyber threats is a dynamic curriculum that is not well suited to three 
and four-year college programmes.  However, the desire for graduates is oft times the easy way out. 
High, employee specifications rule candidates out but the gap is still there. Recruitment practices need 
improvement; employers need a better understanding of the forces at play and the urgency to fill the 
gap. The best courses have strong links to potential employers and look for work experience and 
internships. 

 
5.14. The University of Galway (U of G) has a focus on cybersecurity risk.  It is in its second year of a new 1-

year, MSc Cybersecurity Risk Management at the J.E. Cairnes School of Business & Economics. With 30 
students in year 1, and 41 in year 2, the programme is helping to provide skilled and qualified early-
career cyber-risk professionals. However, it will take time for graduates to permeate up through the 
management layers in organisations as their careers progress. So it is a piece of the solution at graduate-
entry job positions. As a full-time programme, it suits students in full-time education. 

 
5.15. University of Galway has also introduced ‘Cybersecurity for Managers’ on its Executive MBA programme, 

which is a 2-year part-time programme taken by 25 people each year, from SMEs and MNCs. A heavily 
applied course, it provides cyber-skills targeted on participant companies: it has been well-received. 
Again, another piece of the solution to provide cybersecurity skills and knowledge, but sits within the 
Exec MBA programme. 
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5.16. A third initiative by the University of Galway provides the most directly-focused potential for SMEs: a 
proposal for short-burst intensive 3-day Executive Education courses on cybersecurity risk, focused on 
the specific needs of participants, and providing tailored actions participant organisations can execute 
to become more cyber-resilient. This initiative provides directly applicable cybersecurity guidance for 
each participant’s organisation, department or team. The programme develops managerial knowledge 
and understanding of core cybersecurity concepts needed for management in organisations, so that 
participants have the ability to both develop and adapt a tailored cybersecurity posture as the landscape 
evolves. The initiative is suitable for managers in SMEs, Team Leaders and Project Managers, or persons 
with managerial responsibility in MNCs. 

 
5.17. Indeed, this proposed Exec Ed could be delivered in Galway or other locations, such as Collaboratory, 

AMTCE and the Odyssey. It can involve some online delivery alongside on-site instruction and associated 
valuable networking. Running this Exec Ed is likely to provide a valuable roadmap for further 
development in this space. 

 
5.18. We need more cyber professionals but we also need greater connections between the colleges and 

employers to make degrees more relevant. Cyber ranges and immersive laboratory style training will 
enhance academic content. Couple better training at college with work experience, internships before 
recruitment; employers get a better, motivated and competent professional.  

 
5.19. Cyber graduates will need to be further developed both on the job and using immersive training 

techniques. Having a coach on the job is critical, combined with access to cyber ranges and labs creates 
the conditions for success. Regular practice provides confidence and an openness to further training. 
Cyber competence will always be elusive but regular coaching and practice sharpens the mind and skills. 

 
5.20. Cyber Skills, Micro-credentials for Work Force Trainees. The template for increased Cyber Skills 

Development already exists in the Higher Education Authority/Human Capital Initiative (HEA/HCI) Micro 
Credentials format. The same principles can be applied for a Solas/ETB model. HEA/HCI service Level 
6&7 and Solas/ETB provide Level 4&5 on the National Qualifications Framework (NFQ). This provides a 
learning pathway from entrants upwards. 

 
5.21. It should be noted that this is best suited to those who want to increase their level and number of 

qualifications. There are many ‘mature’ trainees who need the knowledge now and are not interested 
in qualifications. All types need to be catered for but the urgency of the task necessitates Accelerated 
Learning approaches and currently, we are dawdling. 

 
5.22. HEA/HCI structure is represented as pillars to support the economy and the Trainees in the country. It is 

now time to have a dedicated Micro Credential Pillar for Cyber Skills Development. Modularised 
curriculums are already available at Foundation, Intermediate and Advanced Levels that reflect the 
levels in the NFQ. A dedicated Pillar for Cyber Skills would be enhanced by a secure, portable digital 
credential system. This allows individuals to manage their qualifications and employers to easily verify 
skills. 
 

5.23. The Micro-Credential Fee Subsidy has been introduced to enable more learners to address critical skills 
gaps and engage with lifelong learning through short, flexible courses known as micro-credentials. 
Integrated platforms can be added to provide the data analytics needed to ensure these effectively 
address critical skills gaps. 
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• The HCI is funded by the National Training Fund (NTF) and is designed to be complementary to 
other initiatives like Springboard. 

• The Micro-Credential Fee Subsidy has been introduced to enable more learners to address 
critical skills gaps and engage with lifelong learning through short, flexible courses known as 
micro-credentials.  

• The eligibility criteria for the Micro-Credential Fee Subsidy have been set out by the Higher 
Education Authority (HEA).  

• Micro-Credential Fee Subsidies are available on identified micro-credentials only and are limited. 

• Micro-Credentials should provide a structured route for individuals to gain valuable skills and 
qualifications while working and for employers to develop a skilled and loyal workforce tailored 
to their specific needs.  

 
5.24. Cyber Skills Certification can be managed through FET. This route brings many advantages to Trainees 

already in employment, namely; 
 

• Earn while you learn: Stay employed while gaining valuable skills and qualifications.  

• Gain practical experience: Learn on the job alongside experienced staff.  

• Achieve recognised qualifications: Work towards nationally recognised qualifications.  

• Career progression: Qualifications to provide a solid foundation for future career advancement.    

• Develop a skilled workforce: Train employees to meet the specific needs of their business.  

• Increase productivity and loyalty: Investing in people leads to highly motivated and loyal 
employees.    

• Reduce recruitment costs: Developing in-house talent can be more cost-effective than external 
recruitment.  

• Access to funding: Financial incentives and support available for employers who partake in the 
scheme. 

 
5.25. Past experience in the learning and development world has proven that competent employees can come 

from many sources. CyberQuest PeacePlus (CQPP) has just been launched to once again prove this point. 
It has many features that make it best in class and easy to repeat. The programme is aimed at 16–23-
year-olds who have fallen out of the education system or are underemployed. They will be given 
foundation digital, cyber and leadership skills to determine if they have the aptitude to move into more, 
advanced cyber skills.  Most importantly, they will be provided with competency-based, development 
plans to guide their learning path.  
 

5.26. Work experience with SMEs and Public bodies will give them the opportunity to practice their new found 
skills. Each Trainee will also be given a Digital Wallet to store their personal data and track their progress 
through the learning process and beyond. Each Trainee will also be given a Digital Wallet to store their 
personal data and track their progress through the learning process and beyond. This  approach can be 
connected to national databases. This provides improved analytics on; learning pathways, skills 
acquisition rates and programme effectiveness. They will also be given the chance to participate in 
Capture the Flag Events. These are now being widely used in Ireland and across Europe to engage young 
people in cyber competitions. This sparks interest and potentially identifies the cyber employees of the 
future. 
 

5.27. The scale of CQPP is important, 2000 Trainees will be recruited to the Foundation stage and another 160 
to the Advanced. CQPP is currently restricted to 8 counties: six in NI and Cavan, Monaghan. The initial 
benefits are two-fold; raising digital and cyber awareness, amongst a key demographic of mobile phone, 
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users and identifying potential recruits into Cyber Risk Officers roles in SMEs and professional jobs. The 
scalability of programmes like CQPP across all counties would be significantly supported by technology 
platforms that manage trainee lifecycles, from recruitment and skills assessment to progress tracking 
via their secure digital wallets, and employment matching, while providing data analytics for strategic 
oversight. 
 

5.28. This style of programme should be introduced across 32 counties. Initial discussions have already started 
with Donegal County Council to include them in the next phase. Sligo, Mayo and Leitrim are obvious 
targets for inclusion. As is, the M1 Corridor with different and greater demographic, industrial needs but 
similar cyber problems.  
 

5.29. It is anticipated that Cyber Trainees will develop and grow into Risk Officers, (See Appendix 5 for job 
specification). As the country’s maturity in cyber grows, it is anticipated that SMEs will hire part-time or 
full-time Cyber Risk Officers. Depending on the individual, they might follow a micro-credential 
programme or opt for something designed for Cyber Graduates that skills them up to deal with attacks. 
 

5.30. Cyber Reserve. Increasing the numbers of Professionals and Trainees in the country starts to put us in a 
position to discuss Cyber Reserves. Recent good news from the Defence Forces suggests that there are 
an additional 300 cyber personnel to be recruited. As we start to look below the waterline, we need to 
examine good practice in other countries. This clearly suggests that this contributes to National Defence, 
some useful work has been done in linking military aptitudes to cyber. Providing the right training and 
work experience would guarantee the easy acquisition of 300 people and more. 
 

5.31. Organisations like PDFORA, RACO and ONE have Veteran training and support teams who can help to 
identify Trainees, already vetted and trained in many of the disciplines required in cyber work. The 
British Army Reserve has had cyber teams in play for several years. The Finns and the Polish have 
followed the same trend, to say nothing of the Estonians. 
 

5.32. Initial steps have been taken with the Defence Forces Cyber Team and the Representative organisations 
to sell the Reserve concept. This needs to be backed up with training support and budgets to bring 
Trainees on board. As suggested above, training materials are already available and updated based on 
risks encountered. Cyber Ranges in particular have been designed in Estonia for military personnel. The 
Defence Forces participate in the Locked Shields for European Armies. This annual event simulates attack 
and defend scenarios where Teams play against each other to win.  
 

5.33. Training younger people into cyber security by using the idea of warriors can be part of the recruitment 
process for several career paths: Cyber Reserve, Defence Forces Cyber, An Garda Siochana Cyber Team, 
PSNI and the NCSC. 
 

5.34. Best Practice, Recruitment and Development. There are a limited number of recruitment companies who 
specialise in cyber hiring. Some work is done on recruitment pages but little is being done well, this is 
despite the market size and growth potential. Corporations generally do their own hiring and develop 
relations with colleges to pick the best. 
 

5.35. As suggested, research has been done for the development of both Defence and Commercial Cyber 
Aptitude Tests (DCAT & CCAT). They used the various cyber competency, frameworks to help refine their 
aptitudes. ENISA has its own framework similar, but slightly different to the NICE Competency 
Framework drawn from the NIST Cyber Security Framework which details vulnerabilities and 
remediations. 
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5.36. This abundant source of competencies helps to define all current and possible cyber job roles. It is a 

good launch pad for investigating what else will be needed, as AI applications start to mature. 
Competency Models provide a rich source of information to consider: the best tests to be used before 
interview; to develop the right questions for interview and follow up for development planning. To this 
end, Cybexer have developed a set of tests on their cyber range to determine a trainee’s suitability. 
Talent Sensus have taken their multi-faceted platform into the Personal Development and Planning 
arena by providing Trainees with a plan that suits their needs in the digital and cyber areas. This comes 
with a personal, secure Digital Wallet. The availability of cyber competency models, assessment tools, 
and personal development planning platforms highlights the value of integrated technology suites that 
enable a seamless journey from aptitude testing to personalized development plans with individuals 
managing their verified skills and achievements through secure, portable digital wallets. 
 

5.37. The availability of cyber competency models, Cybexer’s test range and the Talent Sensus platform 
provide us with most of the tools we need to recruit and develop cyber people. The political issue is to 
look into areas where inclusion and diversity will enhance the sector. Active recruitment campaigns need 
to be encouraged for 16-23-year-olds, Women and Neurodiverse people. All are grossly under- 
represented in cyber jobs. The sector needs to look at the numbers and consider how to drive equality 
into its recruitment practices. Such data-rich environments can then fuel advanced analytics to match 
talent with opportunities more effectively and identify emerging skill requirements for the sector. 
 

5.38. In the same vein, Government needs to support the sector in many ways, but one of the keys is to 
increase headcount. Initially, ensuring that new, Public Sector jobs have the right messages about 
diversity and inclusion. Recent recruitment campaigns for the Defence Force are using a targeted 
approach to find the right people, similar techniques are needed for cyber roles. 
 

5.39. Similarly, Training companies, Consultancies and IT MSPs need to be encouraged to increase headcount 
and train up cyber staff. Simply put, we need more people with the skills to deal with the much larger, 
audience that we already have who are blind to the problems. The same applies to the Public Sector, 
their new accountabilities necessitate trained staff who can support their managers understand and 
manage the new regulations and their consequences. 
 

5.40. We need the introduction of an accelerated, competency-based process for the recruitment and 
development of cyber people across all sectors, increasing the numbers of trainers, professionals and 
operatives. Providing Digital Wallets to store personal and training data makes future investigations of 
skills gaps easier. Providing evidence of current skills is good for the person, organisation planning and 
insurance needs. 

There is no time left to prevaricate; action is needed now. 
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Appendix 1: Cyber Guard Alliance Members 

Senator Gerard Craughwell (Seanad Eireann) 

Blake Hodkinson (CDETB) 
Brian Hickey (ETBI) 
Catalina Gologan (Seanad Eireann) 
Colm J. Hyland, Chris Gilson and Dr. Ayuna Murphy (CJHNetwork) 
Donal Keane (Pearsana Technology) 
Gerard Smith and Dr. Jean Kennedy (AMTCE) 
Grit Young, Jim McGovern and Puneet Kukreja (Ernst & Young) 
Jack McDonnell and Dr. Geraldine Gray (Collaboratory, TUD)  
Paul Phelan and Omer Mukhtar (Data Edge) 
Sandra Richardson, Eimear Murphy and Edele McGeown (REIM Consultancy and Training) 
Stephen Rice (Talent Sensus) 

Siobhán Finn (CEAI) 

Professor Thomas Acton (University of Galway) 
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Appendix 1A: Content Contributors 

 
Alison Casserly (National Cyber Security Centre (NCSC) 

Abdiaziz Abdi (Collaboratory, TUD) 
Anna Marie Turley, Michael Hayden and Michael Murphy (Enterprise Ireland) 
Ben Harrison (Loquerion) 

Breandan Casey (Connected Health & Well-Being Cluster) 

Brenda Hegarty (LEO Donegal) 

Councillor Michael McClafferty (Donegal County Council) 

Declan Barry (Export Explore) 
Eilin Connolly (LEO Cavan Monaghan) 
Eimear Brophy (Limerick and Clare ETB (LCETB) 

Elaine McAlinden and Damien McConville (Dublin Belfast Economic Corridor) 

Elaine Tighe (Fscom) 

Eoin Byrne (Cyber Ireland) 

Fergal Malone (Fingal Chamber Skillnet) 

Fiona Bradley (Southern Regional College) 

Gerry Murphy (Tech Industry Alliance) 

Hilary Moran (The Fintech Corridor) 

Ian Purdy and Neil Sinclair (Pytilia) 

Ian Talbot (Chambers Ireland) 

Joanne English and Gillian Colan-O'leary (NI Cyber) 

Marie Devane and Michelle Tierney (Galway Roscommon ETB (GRETB) 

Mary Lyons, Nessa White and Maria Walshe (Solas) 

Michael Murphy (Mayo, Sligo and Leitrim Education and Training Board (MSLETB) 

Neal Mullen (HSE) 

Neil McDonnell (ISME) 
Norma Shearer and Heather Lindsay (Training for Women Network) 
Paddy Lavelle (ETBI) 
Richard Hanlon (DKIT) 
Robert Fitzpatrick (The Odyssey, Belfast) 
Rowena Osborne (Talent Sensus) 
Sandra McDevitt (Immersive Labs) 
Shona Kelly (M1 Skillnet) 

Thomas Murray (Aontas) 
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Appendix 2: Budget Recommendations 2025-2029 

Budget Recommendations 2025-2029. 
Activity Sub Activity 2025 2026 2027 2028 2029 Total Owner 

Extend the Enterprise Ireland (EI) 
& National Cyber Security Centre’s 
(NCSC) Review and Remediation 
grants to a wider and prioritised 
list of SMEs known for their 
innovation and strategic 
importance.  

NIS2, DORA, CRA, AI& 
GDPR, Interoperability 

€700,000 €700,000 €350,000 €350,000 €350,000 €2,450,000 Dept. of 
Justice. 

Enterprise 
Ireland. NCSC 

28,000 SMEs x  Cyber 
Review Grant €3,000     

€8,400,000 €18,900,000 €18,900,000 €18,900,000 €18,900,000 €84,000,000 

7,000 SMEs x Cyber 
Improvement Grant of 
€60,000      

€42,000,000 €94,500,000 €94,500,000 €94,500,000 €94,500,000 €420,000,000 

Develop a similar Review & 
Improvement Model for Micro-
enterprises and Third Sector 
organisations. Deploy the model 
and grants through the Local 
Authorities’ Local Enterprise 
Organisations (LEOs).   

3,843 Micro companies 
with ≥ 50 employees x 
Grant €25,000    

€9,607,500 €21,616,875 €21,616,875 €21,616,875 €21,616,875 €96,075,000 LEO 

17,596 Micro Companies 
with ≤ 50 employees and 
online presence x Grant 
€25000   

€43,990,000 €98,977,500 €98,977,500 €98,977,500 €98,977,500 €439,900,000 

Train Trainers for all sectors and 
run numerous iterations of a 
programme that would provide 
Micro-credentials accredited to 
National Standards.  

Development Cost in Y1.  €35,000         €35,000 SOLAS/ ETBs. 
Collaboratory 

TUD 

One-off Accreditation 
Cost Y 1 

€20,000         €20,000 

6 Iteration of 
programmes for 10 
people over 5 days / 2 
Trainers. Annually. 

€105,000 €210,000 €210,000 €210,000 €210,000 €945,000 

Research of SME needs that also 
provides advice and actions on 
improvements and training. 

Research SME Cyber 
Needs 

€20,000 €20,000 €20,000 €20,000 €20,000 €100,000 Collaboratory, 
TUD 

Provide Information 
Advisory Service on 
threats, remediation and 
training. 

€50,000 €50,000 €50,000 €50,000 €50,000 €250,000 

Monthly Broadcast.   €5,000 €5,000 €5,000 €5,000 €5,000 €25,000.00 

Support Cyber Graduates in their 
further development through on 

1 Programme for Large 
Organisations 

            SOLAS/ ETBs  
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Budget Recommendations 2025-2029. 
Activity Sub Activity 2025 2026 2027 2028 2029 Total Owner 

the job experience and using 
immersive training techniques. 
CyberQuest programme /Facilities 
and Equipment.                                                 
Cyber Skills for Graduates 

Development of 
Programme-One off, Y 1. 

€35,000         €35,000   

Accreditation/ 
Certification. 

€3,000 €3,000 €3,000 €3,000 €3,000 €15,000   

Training Delivery: 3 
Iterations of prog. 10 
people over 3 days by 1 
Tutor Cost:   

€9,000 €9,000 €9,000 €9,000 €9,000 €45,000   

Project Management and 
Placement coordination 
Cost 

€9,000 €9,000 €9,000 €9,000 €9,000 €45,000   

2 Programme for Small 
Organisations. 

            SOLAS/ ETBs  

Development of 
Programme-One off, Y 1. 

€35,000         €35,000   

Accreditation 
/Certification  

€3,000 €3,000 €3,000 €3,000 €3,000 €15,000   

Training Delivery: 3 
Iterations of programmes 
10 people over 3 days by 
1 Tutor Cost:   

€9,000 €9,000 €9,000 €9,000 €9,000 €45,000   

Project Management and 
Placement coordination 
Cost 

€9,000 €9,000 €9,000 €9,000 €9,000 €45,000   

3 Programme for MSP 
Organisations 

            SOLAS/ ETBs 

Development of 
Programme-One off, Y1.  

€35,000         €35,000   

Accreditation 
/Certification  

€3,000 €3,000 €3,000 €3,000 €3,000 €15,000   

Training Delivery Cost: 3 
Iterations of programmes 
10 people over 3 days by 
1 Tutor Cost:   

€9,000 €9,000 €9,000 €9,000 €9,000 €45,000   

Project Management and 
Placement coordination 
Cost 

€9,000 €9,000 €9,000 €9,000 €9,000 €45,000   

4 Programme for Cyber 
Risk Officers. 

            SOLAS/ ETBs 
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Budget Recommendations 2025-2029. 
Activity Sub Activity 2025 2026 2027 2028 2029 Total Owner 

Development of 
Programme-One off, Y1. 

€35,000         €35,000   

Accreditation 
/Certification  

€3,000 €3,000 €3,000 €3,000 €3,000 €15,000   

Training Delivery Cost: 3 
Iterations of programmes 
10 people over 3 days by 
1 Tutor Cost:   

€9,000 €9,000 €9,000 €9,000 €9,000 €45,000   

Project Management and 
Placement coordination 
Cost 

€9,000 €9,000 €9,000 €9,000 €9,000 €45,000   

5 Exec Ed Programme in 
Risk Management for 
SME Managers 

            University of 
Galway 

Development of 
Programme-One off, Y1. 

€35,000         €35,000   

Accreditation 
/Certification  

€3,000 €3,000 €3,000 €3,000 €3,000 €15,000   

Training Delivery Cost: 3 
Iterations of programmes 
10 people over 3 days by 
1 Tutor Cost:   

€9,000 €9,000 €9,000 €9,000 €9,000 €45,000   

Project Management and 
Placement coordination 
Cost 

€9,000 €9,000 €9,000 €9,000 €9,000 €45,000   

Develop a dedicated, Micro 
Credential Pillar for Cyber Skills 
Development for Workforce 
trainees using the Modularised 
curriculums available at 
Foundation, Intermediate and 
Advanced Levels.  

Development of 
Programme-One off, Y1.  

€35,000         €35,000 SOLAS/ ETBs 

Accreditation 
/Certification  

€3,000 €3,000 €3,000 €3,000 €3,000 €15,000 

Training Delivery Cost: 5 
Iterations of programmes 
10 people over 10 days 
by 1 Tutor Cost:   

€75,000 €75,000 €75,000 €75,000 €75,000 €375,000 

Project Management and 
Placement coordination 
Cost 

€9,000 €9,000 €9,000 €9,000 €9,000 €45,000 

Extend the CyberQuest 
Programme to the West and the 
M1 Corridor to both increase 
awareness and the number of 

Youth Training 
Programme 

            SOLAS/ ETBs 

Development of 
Programme-One off, Y1. 

€35,000         €35,000 
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Budget Recommendations 2025-2029. 
Activity Sub Activity 2025 2026 2027 2028 2029 Total Owner 

potential recruits to cyber from 
the 16 to 23 year-old age group.  
CyberQuest Youth programme. 

Accreditation/Certificatio
n  

€3,000 €3,000 €3,000     €9,000 

Training Delivery for 500 
Trainees per annum two 
locations east and west 
of Ireland 250 people in 
each.  

€2,125,000 €2,125,000 €2,125,000     €6,375,000 

Project Management and 
Placement coordination 
Cost 

€27,000 €27,000 €27,000     €81,000 

Investigate how Cyber Reserve 
Forces operate in other countries 
and develop a programme that 
meets Ireland’s needs, including 
Youth. 

Cost of Research One off. €30,000         €30,000 Dept. of 
Defence. 

Training Delivery Cost: 
100 people annually 

€425,000 €425,000 €425,000 €425,000 €425,000 €2,125,000 

Increase the number of cyber jobs 
and people across the Voluntary, 
Public and Private Sectors by 
using; an accelerated, 
competency-based process for the 
recruitment and development of 
cyber people; increasing the 
number of trainers, professionals 
and operatives.  

Cyber Jobs and Updates €35,000         €35,000 SOLAS/ ETBs 

5 Iterations 10 Trainees 
2/3  two day workshops 
annually  cost 20,000 per 
workshop 

€50,000 €100,000 €100,000 €100,000 €100,000 €450,000 

6 Workshops annually 
cost per workshop 
€20,000 

€60,000 €120,000 €120,000 €120,000 €120,000 €540,000 

2 Conferences Annually 
Cost: 100,000 per 
conference  

€100,000 €200,000 €200,000 €200,000 €200,000 €900,000 

6 Webinars two months 
Cost of €30,000 per 
webinar. 

€90,000 €180,000 €180,000 €180,000 €180,000 €810,000 

Meet the needs by providing best 
in class in training materials, tools 
and techniques that include cyber 
ranges, accelerated and immersive 
learning techniques. AMTCE, 
LMETB and Collaboratory, TUD, 
were completed in 2025.  Plans for 
Limerick, Donegal, Belfast and 
Carlow to be complete in 2026. 

Server.   €220,000       €220,000 SOLAS/ ETBs/ 
Shared Island 

Cyber Ranges. €300,000 €1,800,000 €1,800,000 €1,800,000 €1,800,000 €7,500,000 

Desk Tops x 10.   €8,000       €8,000 

AV Equipment.   €20,000       €20,000 

Labs. €20,000 €120,000 €120,000 €120,000 €120,000 €500,000 

Project Management. €10,000 €10,000 €10,000 €10,000 €10,000 €50,000 
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Budget Recommendations 2025-2029. 
Activity Sub Activity 2025 2026 2027 2028 2029 Total Owner 

Provide funding for applications 
to: Digital EU Horizon and 
Philanthropic organisations. 

  €500,000 €500,000 €500,000 €500,000 €500,000 €2,500,000 Dept of the 
Taoiseach. 

Totals    €109,144,500 €241,029,375 €240,431,375 €238,276,375 €238,276,375 €1,067,158,000   
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Appendix 3: GDPR Model 

The UK and Irish governments, along with their respective data protection authorities, began their efforts to 
help small businesses prepare for the GDPR well in advance of its May 25, 2018, enforcement date. The GDPR 
itself was adopted on April 27, 2016, which marked the beginning of a two-year transition period for 
organizations to bring their practices into compliance.  Here's a more detailed timeline of when their support 
actions commenced:  

Immediately following GDPR Adoption (From April 2016 onwards):  

With the GDPR adopted in April 2016, the two-year countdown to its enforcement began. This period was 
explicitly designed to give businesses, including SMEs, time to prepare. Both UK and Irish authorities started to 
signal the upcoming changes and the need for businesses to understand the new regulation's impact. Initial 
guidance often highlighted the extended timeframe for preparation.  

Throughout 2016:  

Ireland: Awareness-raising activities and initial guidance started to emerge. For instance, an A&L Goodbody 
guide for businesses was published in October 2016, noting the GDPR's adoption and future enforcement date 
(Source 2.1).1 The general advice was for companies to start planning their GDPR compliance approach as early 
as possible during the two-year lead-in.  

Intensified Efforts in 2017:  
Ireland:  

• By early 2017 (January/February), the Irish Data Protection Commissioner (DPC) was actively warning 
organisations, including SMEs, that it was time to start preparing for the GDPR 2.  

• The DPC and the Irish government announced awareness campaigns around February/March 2017.  

• Throughout 2017, the DPC continued to release more detailed guidance. For example, a guide to help SMEs 
prepare for the GDPR, which included checklists and detailed information on various GDPR aspects, was 
available, with versions noted as early as December 2017 (Source 6.3).3 The "gdprandyou.ie" website was 
also a key resource.   

UK:  

• The Information Commissioner's Office (ICO) was actively developing and publishing comprehensive 
guidance throughout 2017.  

• By November 2017, the ICO was building its "Guide to the GDPR" and was consulting on specific areas of the 
regulation.  

• They also produced an "Overview of the GDPR" and began tailoring advice for different types of 
organizations, including small businesses. Guidance on key aspects like consent, contracts, and individual 
rights was expanded during this period.  

Leading up to May 2018:  

In the months immediately preceding the May 25, 2018 deadline, both the ICO and the DPC intensified their 
awareness campaigns, published more refined guidance, checklists, and self-assessment tools to help businesses 
finalize their preparations. For example, the UK government and ICO published a notice on April 25, 2018, urging 
organisations to check their readiness (Source 5.2).  In summary, significant governmental and regulatory actions 
to support small businesses in preparing for GDPR began at least a year to a year and a half before the May 2018 
deadline, with foundational awareness and initial calls to action starting as early as mid-to-late 2016, shortly 
after the GDPR was officially adopted. The two-year transition period was actively used to disseminate 
information and encourage compliance efforts. 
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Appendix 4: Synopsis of Pending Regulations 

• NIS 2 (Network and Information Security) Directive – increases the number of organisations from the original 
NIS regulation. It covers: Risk Management and Mitigation, Improved Incident Response and Recovery, 
Enhanced Business Continuity, Strengthened Supply Chain Security & Efficiency and Productivity Gains. This 
is scheduled for October 2024. 

• DORA (Digital Operational Resilience Act) - aimed at Finance companies. It follows rules for the protection, 
detection, containment, recovery and repair capabilities against ICT-related incidents. DORA explicitly refers 
to ICT risk and sets rules on ICT risk-management, incident reporting, operational resilience testing and ICT 
third-party risk monitoring. It will be with us in Q1 2025. 

• CRA (Cyber Resilience Act) - aims to safeguard consumers and businesses buying or using products or 
software with a digital component. The act would see inadequate cybersecurity features become a thing of 
the past with the introduction of mandatory cybersecurity requirements for manufacturers and retailers of 
such products, with this protection extending throughout the product lifecycle. This law is expected to come 
into effect in Q3 2025. 

• Artificial Intelligence (AI) Act – when it arrives will have a direct impact on GDPR. The Act ensures the safe, 
secure and ethical development of AI. The regulation groups AI applications based on risk with stricter rules 
for higher risk. Organizations are now required to disclose what data their AI is being trained on, ensure that 
it's safe to use, and go through risk assessments. 
 

• Interoperability Act 2030 – this may seem a long way off but the EU has already commissioned research. 
There is a need for an innovative and connected public administration in Europe becoming increasingly 
evident as governments face complex challenges such as digital transformation, citizen-centric service 
delivery, and cross-border collaboration.  Public sector innovation is crucial for improving efficiency, 
transparency, and responsiveness to citizens' needs.  The emergence of digital wallets for commercial use 
has already been witnessed. Interoperability will cover all citizens transactions literally from birth to death. 

Implications. 

All of the above are in process. The Government has provided the National Cyber Security Bill 2024 as the 
legislative vehicle for the transposition of the NIS2 Directive. It also provides for the establishment of the 
National Cyber Security Centre (NCSC) on a statutory basis and for related matters including clarity around its 
mandate and role in general. 

NCSC’s Enhanced Role will now include national cyber security monitoring, resilience building, information 
sharing (national and international) and the national incident response. It also gives the NCSC specific powers to 
engage in a range of scanning type activities to identify systems vulnerable to specific exploits.  

Use of Sensors - upon request of an essential or important entity shall provide, a proactive scanning of the 
network and information systems of the entity concerned to detect vulnerabilities with a potential significant 
impact. Large public sector organisations will need to take heed of this Bill. Anybody with access to large volumes 
of personal data and substantial, financial transactions, should have risk strategies and mitigation plans in place 
that counteract attacks and breaches. Monitoring risk levels and collecting vulnerability data must be part of the 
daily workload. 
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Appendix 5: Risk Officer Job Description 

Risk Officer 

What? Why? How? 

• Fractional access to highly 
skilled Risk Officers for SMEs. 

 

• SMEs are increasingly 
exposed to cyber security 
risks, without the ability to 
deploy leading tools and 
solutions. 

• New business model for 
SMEs to outsource Risk 
Officer skills to newly created 
VRO Providers. 

• Cost-effective supplement 
and support to a Responsible 
Officer inside the SME. 
 

• Increasing regulation 
provides and impossibly high 
bar for SMEs to comply and 
compete effectively. 

• VRO Providers to be certified 
by Government. 

• Bundled with discounted 
access to a ‘core tool suite’ 
chosen for applicability, ease 
of deployment, and use. 

• SMEs will never be able to 
effectively train, and retain, 
talent in all the risk 
disciplines required. 

• VRO’s must be trained and 
certified in all the 
appropriate risk disciplines. 

• Supported by subsided 
access for the smallest of 
SMEs. 
 

• Creates new jobs inside a 
new business model – Virtual 
Risk Officer providers. 

• Government subsidy 
programme (e.g. vouchers) 
to enable smaller SMEs to 
participate. 

• Comprehensive training 
programme to support new 
job creation and cross-
training. 

 • Vouchers to include basic 
training of Responsible 
Officer in SMEs to enable 
them to leverage VRO 
Provider services effectively. 

  • Potential incentives for VRO 
Providers to invest in training 
programmes for Virtual Risk 
Officers from target 
populations. 

 

 
 


